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Background: problems w/content distribution

® Security countermeasures: independently
treated in cyber and physical worlds
e Cyber world: Cryptography
* Physical world: Property management

® Flaws Iin countermeasures at border
between cyber and physical worlds

e Conventional IT security cannot stop malicious insider
behavior.

e Analog hole problem

o Leakage of information in printed documents through
illegal copying

o Displayed content recorded with cell-phone camera
-> recorded content uploaded

® Our aim: Establish security countermeasures
at border between cyber and physical worlds.




Analog hole problem

Conventional problem

® Insufficient security on analog-output terminals of | =i =-Sg a0 /(f\)/f
digital equipment B A e

@ Overcome by replacing them with digital ones

Rise of new problem exploiting monitors and screens
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@ Growth and increasingly high quality of monitors and cameras

-> Make it easy to illegally record and distribute content
* Record content displayed on PC monitor with cell-phone camera -> upload recorded content

* Record movie shown on theater screen -> sell pirated DVDs

® Improvements to and widespread use of printers

-> Make it easy to illegally copy and leak information on printed documents
About half of information leaks occur via paper documents (Japanese NPO surveys)




Pirating at movie theaters

@ Recording is done by
* Fixing camcorder on cup dispenser of seat

* Pinching camcorder between backrests of seats
directly in front

® Bootleg films recently re-shot (in Japan)

* Ponyo: leaked to Chinese video-sharing site two weeks
after release (July 2008)

* Rebuild of Evangelion: leaked to Chinese video-sharing site
three weeks after release (June 2009)

e Harry Potter and the Half-Blood Prince: leaked through file-
sharing software “Share” (August 2009)

® Damage

* Damage caused by bootleg film recording: 3 billion
dollars/year (according to American Film Institute)

 Damage caused by re-shooting at theaters (in Japan):
200 million dollars/year (in 2005)




Disclosure of confidential/personal
Information through displays

© Record images displayed in public institutions and
enterprises

« Staff members at medial facilities photographed displays showing
patient records and used images for external presentation (Saiseikai
Utsunomiya Hospital, March 2008).

© Government/corporate/military secrecy. more serious

e Airport traffic controller photographed displays showing flight plan for
Air Force 1 (Haneda International Alrport September 2011)
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Conventional measures against re-recording;
Digital watermarking

Watermarked film
(theater ID embedded)

Digital film

: ) lllegal
againstilleg recording DVDs

e Suspectin '
I
WM

where S

illegally shot
detection

® Embed theater ID WM into digital cinema film.

® Detect WMs in pirated DVDs and identify flow of illegal
distribution.

But: no control of re-recording



IR Hiding: Method for preventing illegal recording
of displayed content - Objective and approach -

Objective:
Establish countermeasures to stop illegal recording of

displayed content
No new functions should be added to existing user-side devices (ex. cam)

Approach:

Exploit difference between sensory perceptions of humans and
devices

Destroy shot content using invisible signals that add noise to content shot
through CCD/CMOS devices

o Use near-infrared signals as noise signals: Only CCD and CMOS react to them

Human-based Device-based
perception perception

Signal to be
generated




Properties of noise signals

® Wavelength of noise signals
» Visible range of human eye: 380-780 nm
* Visible range of CCD/CMOS devices: 200-1100 nm

e Consumer camcorders react to signals with wavelengths outside human
visible range in order to maintain sensitivity in dark environments.

T

52
Ultraviolet: can cause serious damage to eyes and skin

Infrared: used In various consumer devices o .
IR light emitters: lasers, diodes, xenon/halogen lamps ' %
-Safety: not harmful to humans
-Radiation angle: effective at any display angle
-Cost effective, easily replaced

Use near-infrared LEDs




Measures against visual degradation:
Short-wavelength cut filter

Near-infrared LED Short-wavelength cut filter
(peak wavelength: 870 nm) (cut-on wavelength: 870 nm; cut ratio: 50%)

Filter eliminates emissions causing visual degradation while minimizing
change in peak wavelength at which digital camcorder can react.



Time characteristics of noise signals

Bartley effect. Humans best perceive light signal when
frequency of flashing light is around 10 Hz.

Enhancement effect

S.H. Bartley, “Some factors in brightness
discrimination,” Psychological Review, vol. 46, pp.

337-358, 1939
Brightness of steady illumination

Talbot effect

- thlfl: impulses per :mnd !l
20

Use ~10 Hz flashing in addition to noise signal (confirm effect through
j\> subjective evaluation)

z




Prototype system
Infrared light

Digital camcorder emission unit

100-in. screen

‘J Human
E:J eye

Image recorded
with digital camcorder

Beamer

Image directly viewed
by human eye
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2032 mm

Front side : Back side
» Many sound holes in screen " EE
« Place infrared light units behind screen ,¢& B e
 Infrared light passes through holes e o 0
*No need to modify screen Sound hole/’
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Impact of re-recording prevention
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Countermeasure against attacker using IR cut filter

o

Attack using infrared cut filter
- Attaching IR cut filter to some camcorders eliminates

infrared noise.

Countermeasure based on infrared specular reflection of cut filter:

Detect infrared rays reflected by filter using properties of infrared
specular reflection of cut filter -> detect reshooting with filter

Detection R : Pirat
Ir
system emitter | ate
| IR cut filter
Infrared ..........H. T e
camera I
E ; I I:
g <t N Bl

Py
CJ



Filter detection algorithm

Reference video Input video
(w/o audience) (w/ audience)

Eliminate Eliminate
flashing flashing
w .
Average Subtract Estimate
motion areas

Eliminate motion areas
and/or diffuse reflection objects

Determine reflection
area S

\
Filter N
not detected Y

15 (show location of filter)




System evaluation

Ability of system to detect IR-cut filter was evaluated using
various reflective objects typically found in a movie theater.

- Plastic
Camcorder Camcorder bottle

- : Plastic ;
w/o filter w/ filter movin
( ) (wifiiter) S (moving)

,‘L _/ / Nylon
" ¥= Glass bag
T

A

T l‘ .
Eye glasSe8, {

el (not moving t’
{

i

i
]

e l-”
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Disclosure of confidential/personal
Information through displays

© Record images of displays in public institutions and

enterprises

« Staff members at medial facilities photographed displays showing

patient records and used images for external presentation (Saiseikai

Utsunomiya Hospital, March 2008).

© Government/corporate/military secrecy. more serious

e Airport traffic controller photographed displays showing flight planning
of Air Force 1 (Haneda International Alrport September 2011)
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Requirements for preventing illegal copying

On display

Confidential info.
Target Films (military/government
secrecy), personal info.

Purpose Copyright protection Protecting info. leakage

Installation On back side of screen  Incorporated into display

Noise signal: Superposed on central Superposed on whole
spatial part of image (prevent Image (prevent information
properties copyright infringement) leakage)

Not applicable
(each picture frame should
be equally degraded)

temporal Use of Bartley effect
properties (flashing at ~10 Hz)

Implementation Easily implemented (by vendor)

We propose using half mirrors and IR LEDs.



Anti-copying unit  infrared LEDs .I':'—":"?':":":“:":'

Visible light cut filter 1 I
[

Half

: Privacy
mirrors

filter

Visible light cut filter &,
Infrared LEDs I':":' ooooo

« Prevents unauthorized copying of information shown on display
* Placed in front of existing display
* No impact on normal viewing of display



Anti-copying unit

Back
Front (Mounted in front of 17-in. LCD)



Example images (displayed content

has the property (o
direction. H
filter is a planar object that
penctrated by the quality of the absorber
reflec
has alm
surface. On the nd. of
filters. 1t 1s dufferent o
e mcident infy
The filter detectio

10B4nch sereen
IR gmemlan unlt
or Milter demerion)

Lol

Case (b): infrared absorption filter
.lr..c;l:/ sT 1

When neither the case where the objec
surface nor the object surface is the spev
mentioned model. the decrease m s
increase in diffuse reflection are created
diffuse reflection element is mversely poe
the distance from the hight sowmce, i 16
radiance Lofl) when the object i a £

measuring the mirared reflection, and

Without IR emission

With IR emission

b

Batvaran



Unauthorized copying of actual objects

® Not only for information shown on displays

- Facilities inside factories — confidential information leakage
* Prevent unauthorized copying with anti-piracy seal

* Printed matter (confidential docs, exams, books, etc.)
— Information leakage, copyright infringement
» People (or their belongings) — invasion of privacy

D




Example images (actual object)
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Countermeasure against IR cut filter —

V
Attack using infrared cut filter
- Attaching IR cut filter to some camcorders eliminates .

infrared noise.

Countermeasure based on infrared specular reflection of cut filter:
Detect infrared rays reflected by filter using properties of infrared

specular reflection of cut filter -> detect reshooting with filter.

Infrared-cut

Privacy
filter

Visible light
cut filter |

detected!
Infrared

Filter detection
algorithm
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Evaluation using functional prototype

Ty

Specular IR reflection from
IR-cut filter can be detected.

- IRcamera



Anti-copying unit

Anti-copying unit
(w/ filter-detection
function)




Making the anti-copying unit thinner

Anti-copying panel based on backlight
LCD technique (light guide plate with
IR source light) can be used for various
applications.

Spreading sheet =

[—

—_—

Anti-copying

Li g ht sourc e

Reflecting dots

Configuration of light guide plate (backlight LCD)
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Application of transparent organic light
emitting diodes to display

» Developed by TDK (October 2010)

 Transparent phone (Lenovo S800)
Released, June 2011

IR emission panel

can easily be
00000 implemented
0/0]00]0
0]000]0),
OO0000O
0]00)0]0,
OO000O
OO0000O
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Transparent phone w/ anti-copying unit

A
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