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December 24th, 2021

To all the staff members

Research Organization of Information and Systems
Chief Information Security Officer (CISO)
Hiroe Tsubaki

Information security measures during the New Year's holidays

| would like to show my gratitude to all the staff members at each research institute
and facility and so on for your continuous cooperation for ensuring information
security.

As it is assumed that during the long vacation, persons in charge of the business
system, administrators and outsourced business operators will be absent over a long
period time, the occurrence of information security incidents (hereinafter called
“incidents”) may be hard to notice and their discoveries may be delayed, including
delays in dealing with the occurrence of computer virus infection and unauthorized
accesses.

When responding to an emergency, it is feared that unexpected problems may occur.

In particular, there will be New Year's holidays while working from home due to COVID-
19 measures, and it is assumed that you will not be able to come to work for a long
period of time.

That being so, regarding the prevention of the occurrence of the incidents and the
measures to be taken in time of incidents, before, during, and after working from home
and the vacation, carry out the measures described in the attached document.

[Contact]
Information Technology Section,
General Affairs Division,
Central Administration Department
E-mail: rois_network@rois.ac.jp
TEL: 03-6402-6225
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Attachment

| Measures for working from home

In addition to dealing with the long vacation, carry out the following measures.

For working from home

People working from home should understand the regulations and rules regarding
your telework environment stipulated by your department and follow them.

If you have questions or concerns, do not judge by yourself but contact the system
administrators and the like of your department.

Along with regulations and rules, implement everyday information security measures?
for your PCs such as applying correction programs, introducing security software,
updating definition files, setting and managing passwords properly, looking out for
suspicious e-mails, and so on.

Before starting working from home

Do not share the PC and the like that you use for teleworking with others as much as
possible. If you have no other choice, create a user account for business use separately.

In newly starting to use services of online meetings, confirm the contents of the initial
setting of the services in advance. In particular, actively utilize the security functions.

Router for domestic use

Regarding a router for domestic use, confirm the website of the manufacturer and
applythe updated firmware (update software).

| Measures before the holiday ‘

1.

Confirmation of contact and reporting addresses in time of incidents

Confirm contact and reporting addresses and corresponding procedures in time of
incidents of each institution. Confirm how to respond during the nighttime and holiday
Just in case.

Confirmation and observance of the take-out rules of devices and data

In case you take devices including a PC and information of data outside the workplace
for necessary responses during the long holiday, confirm the take-out rules of each
institution and observe them.

Confirmation and observance of the device connection rules for the in-house
network

There is a risk of spreading computer viruses in the network by connecting a PC or
external media infected by computer viruses to the in-house network. In case you
are planning to connect devices to the in-house network during the long holiday,
confirm the device connection rules of each institution in advance and observe
them.

Confirmation of your passwords

2 HEICHBIFTDEHREF 1 YT X% (in Japanese)
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Confirm again your ID and password used for your business to see whether or not
you are using the same one for Web services including other private uses. If so,
change the ID and/or password you are using for business immediately in
accordance with the rules of each institution.

Shut off the power of the devices when not in use

Shut off the power of the devices when not in use during the long holiday.

Measures during the holiday ‘

1.

Strict management of take-out devices and data

Strictly manage the devices such as a PC and data taken out to your house and so
on in accordance with the take-out rules in order to prevent damages such as
information leak and so on by virus infection, loss, theft, etc.

Measures after the holiday ‘

1.

Application of correction programs

During the long holiday, there may be cases where correction programs of software
such as the operating systems (OS) of Windows and Mac, MS Office, security software,
and browsers have been released.

Make sure if there are correction programs and, if any, apply necessary correction
programs. Regarding the application of correction programs, follow the instructions of
system managers.

Updating of definition files

Definition files (Pattern files) of security software of PCs whose power was off
during the long holiday remain old. Update the definition files before sending and
receiving e-mails and browsing websites. Also, do a full scan of hard disks.

Virus check for take-out devices

With security software, run a virus scan program for PCs and external storage media
such as USB memory taken out during the long holiday in accordance with the take-
out rules to see if they are infected by viruses before using them in-house.

Beware of phishing e-mails

There has been an increase in the number of phishing e-mails from companies
such as Amazon, Mercari, Sumitomo Mitsui Card, Rakuten, and ETC inquiry service.
If you access the URL, you will be directed to a fake website that looks just like the
real one, and you will be asked to enter your account information (ID and
password) or install a fake application, resulting in theft of your account or
hijacking of your services.

Be careful of these messages, and if you receive a message that seems suspicious,
do not open the URL or enter your account information or personal information.

Thank you.
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