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XI-—-2. WHO LMM#EEE (2024)

WHO Al Ethics and Governance Guidance for Large Multi-Modal Models operating in the Health Sector - Data Protection Considerations |
Table 1. Potential benefits and risks in various uses of LMMs in health care

Use Potential or proposed benefits Potential risks
Diagnosis and Assist in managing complex cases and Inaccurate, incomplete or false
clinical care review of routine diagnoses responses

Reduce the communication workload Poor quality training data

of health-care providers (“keyboard Bias (of training data and responses)

liberation”) Automation bias

Provide novel insights and reports from

Degradation of skills (of health-care
various unstructured forms of health

professionals)

data
Informed consent (of patients)
Patient-guided  Generate information to improve Inaccurate, incomplete or false
use understanding of a medical condition (as  statements
a patient or as a caregiver) Manipulation
Virtual health assistant Privacy

Clinical trial enrolment Less interaction between clinicians and
patients

Epistemic injustice

Risk of delivery of care outside the health
system

Clerical and Assist with paperwork and Inaccuracies and errors

administrative  documentation required for clinical care  |ncongistent responses depending on

tasks Assist in language translation prompts
Completion of electronic health records
Draft clinical notes after a patient visit

SHiECohT, SEoFuY s Mic—FHEEEREVEEDbN S, LLM T74&<
LMM B3 2 Mit&H% SRAL T T, Shix, 2024 £ WHO b Ehizd ol
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XI—- 2.

WHO LMM#RES (2024)

WHO T[Al Ethics and Governance Guidance for Large Multi-Modal Models operating in the Health Sector - Data Protection Considerations ]

Medical
and nursing
education

Scientific
research
and drug
development

Dynamic texts suited to each student’s
needs

Simulated conversation to improve
communication and to practise in
diverse situations and with diverse
patients

Responses to questions accompanied by
chain-of-thought reasoning

Generate insights from scientific data
and research

Generate text for use in scientific articles,

manuscript submission or peer-review
Analyse and summarize data for research
Proofreading

De novo drug design

Contribute to automation bias

Errors or false information undermine
the quality of medical education

New burden of learning digital skills

Cannot hold algorithms accountable for
content

Algorithms encode bias towards the
perspectives of high-income countries
Generate information and/or references
that do not exist

Undermine key tenets of scientific
research, such as peer review
Exacerbate differential access to
scientific knowledge

SElo7ay zr VICBEBREH Y ZF 5 mold, [RIEEIE & ERAHKE ], —HRk
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Table 2. Risks to health systems associated with use of LMMs in health care

Type of risk Description

Overestimation of the There may be a tendency to ‘technological solutionism’, or over-estimation

benefits of LMMs of the benefits of LMMs while ignoring or downplaying challenges in its use,
including its safety, efficacy and utility.

Accessibility and Equitable access to LMMs may be lacking for several reasons, including the

affordability “digital divide” and subscription fees to access LMMs

System-wide biases Use of ever-larger data sets could increase biases encoded in LMMs, which

could be automated throughout a health-care system.

Impacts on labour Use of LMMs could lead to job losses in some countries and require health
workers to retrain and adjust to use of LMMs. Data annotation and filtering
can lead to low wages and to untreated psy(holog:cal distress

Dependence of health Dependence on LMMs could make health systems vulnerable if LMMs are
systems on ill-suited not maintained or (in low- and middle-income countries) are updated only
LMMs for use in high-income countries. Furthermore, lack of preservation and

protection of privacy and confidentiality could undermine trust in health-
care systems by people who are not confident that their privacy will be
protected

Cybersecurity risks Malicious attacks or hacking could undermine safety and trust in the use of
LMMs in health care

FEw T, Table 2.TiE, BEEICH T 2 LMM EHICHE S Y AT L0 ) 27 B%0F
bNTWVWET, TIZ Tk, LMM ZBEBKFHEIL TL 5 D TldRwh e v )@
AT LERICAA T AB P50 TREVrEEIPNRTOEY, XY KBEAT —
Zey bEMfi>E, LMM KT v a—FEINE A A TAEHME 2 LERHTET
LESDT, MREES AT 228K E2EL T, HEIWIC A 723 TL % 5 iTaek:
DLV TERERINTHET,
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consortiums
« National health systems

Develop LMMs

« General-purpose
foundation models (large
multi-modal models)

« Health or medical
domain specific
foundational models

« Health system specific
foundational models

LT, Adapt/integrate LMMs
« Fine tuning
« Integrate into software

systems

« Organize into a regulated

or verified format (e.g.
with plug-ins)

Figure 2: Value chain of the develop , provision and deploy of LMMs
Development Provision
&, Developers (‘ Providers Deployers
« Large technology « Companies « Ministries of Health
companies + Not-for-profit entities « Pharmaceutical
+ Small technology « Academic institutions companies
companies + Health providers + Health systems
« Universities « Developers (vertically « Hospitals
« Scientific g « Individual providers
» Public-private « Developers (vertically

Iintegrated)

« Providers (vertically

Iintegrated)

ga UseLMMs

« Diagnosis and clinical

care

« Patient centered care
« Clerical and

administrative tasks

« Medical and nursing

education

« Sclentific research
« Drug dewelopment
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(Deployment) | &5 3FEEHONHE L TCWE T,
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Box 1. Brief overview of WHO consensus ethical principles for use of Al for health

« Protect autonomy: Humans should remain in control of health-care systems
and medical decisions. Providers have the information necessary to use Al
systems safely and effectively. People understand the role that Al systems play
in their care. Data privacy and confidentiality are protected by valid informed
consent through appropriate legal frameworks for data protection.

+ Promote human well-being, human safety and the public interest:
Designers of Al satisfy regulatory requirements for safety, accuracy and efficacy
for well-defined uses or indications. Measures of quality control in practice and
quality improvement in the use of Al over time should be available. Al is not
used if it results in mental or physical harm that could be avoided by use of an
alternative practice or approach.

« Ensure transparency, “explainability” and intelligibility: Al technologies
should be intelligible or understandable to developers, medical professions,
patients, users and regulators. Sufficient information is published or
documented before the design or deployment of Al, and the information
facilitates meaningful public consultation and debate on how the Al is designed
and how it should or should not be used. Al is explainable according to the
capacity of those to whom it is explained.

ZOWMEFTIX. [MEFDLDIC Al ZFIH3 25 WHO 2 v v Zm#HHI | o
BIOFHHIN T E T, 2FEFHE» Lo A, —oHIE [Afttoffk#E]. —
SHIE TARBOFEE, 80| Lwigh, deid DEVIE] & [FAMREE] &
BEPNTHET,
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+ Foster responsibility and acc bility to ensure that Al is used under
appropriate conditions and by appropriately trained people. Patients and
clinicians evaluate development and deployment of Al. Regulatory principles
are applied upstream and downstream of the algorithm by establishing points
of human supervision. Appropriate mechanisms are available for questioning
and for redress for individuals and groups that are adversely affected by
decisions based on Al.

+ Ensure inclusiveness and equity: Al is designed and shared to encourage
the widest possible, appropriate, equitable use and access, irrespective of
age, sex, gender identity, income, race, ethnicity, sexual orientation, ability or
other characteristics. Al is available for use not only in high-income settings
but also in low- and middle-income countries. Al does not encode biases to
the disadvantage of identifiable groups. Al minimizes inevitable disparities in
power. Al is monitored and evaluated to identify disproportionate effects on
specific groups of people.

+ Promote Al that is responsive and sustainable: Al technologies are
consistent with the wider promotion of the sustainability of health systems, the
environment and workplaces.

zhn o, [BELHHEFROBR]. £72 [XISARECRfLATREZ AL OH#EHE] & v
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B Inaccurate, incomplete, biased or false responses

M Data quality and data bias

B Automation bias

M Skills degradation

B Informed consent
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B Inaccurate, incomplete or false statements

B Manipulation

M Privacy

M Degradation of interactions between clinicians, laypeople and patients
M Epistemic injustice

B Delivery of health care outside the health-care system
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B Lack of accountability

M High-income country bias

M Hallucination and/or misinformation
B Undermining of trust

M Accessibility of LMMs and of knowledge generated by LMMs

[Scientific and medical research and drug] (ZBd42 U 227 & L Cix, [FHHETD
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B Overestimating the benefits of LMMs and discounting risks
B Accessibility and affordability

B System-wide biases

B Impact on labour and employment

B Dependence of health systems on unsuitable LMMs
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B Disclosure and transparency
B Data protection laws

B Assessment of general-purpose foundation models and/or applications
used in health care human rights law versus risk-based frameworks

B Medical device regulation

[Laws, policies and cross-cutting requirements that could apply to use of LMMs in
health care and medicine] T, ER M OCBEGEE OB RO VR 70 H 5 2 L 235
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B inaccurate or false responses
B Dbias
M privacy of data entered.into and put out by an LMM
B accessibility and affordability of an LMM
[ general-purpose foundation model Ll Al €T V| &~V 27 T D58 CffiH

TERRIC, AEYRPAEEERICE, SAT A, T4 —REPEZINET, &

oo TRBT 7R Y T4 Y] a X L CHERI N T W22 HETT,

ANDERSON MORI & TOMOTSUNE

XI-2. WHO LMM#iEEE (2024)

B impacts on labour and employment

B automation bias and skills degradation

M the quality of interactions between health-care providers and patients
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